UBND TINH THUA THIEN HUE CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap — Tw do — Hanh Phic
Sb: 1658/STTTT-10C Thira Thién Hué, ngay 29 thang 7 nam 2021
V/v canh bao 16 hong bao mat méi anh hudng
dén hé diéu hanh Windows 10 va Windows
Server

Kinh guri:
- Cac co quan chuyén mon thugc UBND tinh;
- Céc don vi su nghi¢p thudce tinh;
- UBND cac huyén, thi xi va thanh ph Hug;
- Céc co quan, don vi, to chirc khéac c6 két két mang WAN.

S& Thong tin va Truyén thong nhan duoc Cong vin sb 984/CATTT-NCSC
ngay 23/7/2021 ctiia Cuc An toan thong tin vé viéc 15 hdng bao mat méi anh hudng
dén hé diéu hanh Windows 10 va Windows Server.

Ngay 20/7/2021, Microsoft da cong bd thong tin vé 16 hong bao mat méi
(CVE-2021-36934) anh hudéng dén hé diéu hanh Windows 10 phién ban
1809/1909/2004/21H1/20H2, Windows Server 2019/20H2. Khai thac thanh cbng
16 hong nay cho phép d6i tuong tin cong nang cao dic quyén trén hé thong muc
tiéu, tir 46 co thé chiém quyén diéu khién toan bo hé théng.

Theo danh gia cua Trung tAm Giam sat an toan khong gian mang qubc gia
(NCSC), hé¢ diéu hanh Windows 10 va Windows Server duoc st dung kha phd
bién hién nay nén 15 hong bao mat nay s& c6 anh huong twong ddi rong va co thé
tré thanh muc tiéu hudng dén cia cac d6i tuong tan cong trong thoi gian téi.

Pic biét tai thoi diém nay, 16 hong bao mat chua cé ban va dong thoi lai ¢6
ma khai thac cong khai trén Internet. Do vdy, viéc khai thac 16 hong tré nén dé

dang hon din dén gia tang cic nguy co tan cong mang.

Nham dam bao an toan thong tin, khong dé tin tic tn dung 16 hong bao mat
dé tién hanh céc cudc vao hé théng mang di¢n rong cua tinh, S& Thong tin va
Truyén thong kinh dé nghi quy don vi chii dong thyc hién cac bién phap sau:

1. Kiém tra, ra soat va xac dinh may su dung hé diéu hanh Windows c6 kha
nang bi anh hudng. Tai thoi diém nay chwa c6 ban va bao mat cho cac may bj anh
huong, Quy don vi can thuc hién bién phap khéc phuc thay thé dé giam thiéu nguy
co tan cong theo hudng dan ciia Microsoft (CO phu luc kém theo).



2. Tang cudng giam sat va sin sang phuong an xu 1y khi phat hién c6 déu
hiéu bi khai thac, tAn cong mang; dong thoi thuong xuyén theo ddi kénh canh bao
ctia S& Thong tin va Truyén théng va cac co quan chic niang vé an toan thong tin
dé phat hién kip thoi cac nguy co tdn cong mang.

Trong trudng hop can hd tro, quy don vi lién hé ddu mdi hd tro cia S¢ Thong
tin va Truyén thong:

- d/c Hoang Dién Ky, dién thoai: 0906 760 759;

email: hdky.stttt@thuathienhue.gov.vn

- d/c La Thirc; dién thoai: 0772 428 218;

email: Ithuc.stttt@thuathienhue.gov.vn

Phong Giam sat, diéu hanh an toan, an ninh mang - Trung tam Giam sat,
diéu hanh dé thi théng minh.

Tran trong./.
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Phu luc
Théng tin vé 16 hong bao mat
(Kém theo Cong vansé ~ /STTTT-I0Cngay /| /2021
ciia S¢ Thong tin va Truyén thong tinh Thira Thién Hué)

1. Théong tin vé cic 16 hong
Mai 16 hong: CVE-2021-36934

CVSS: 7.8 (cao)

M6 ta: L6 hong bao mat ton tai do cac tai khoan nguoi ding thudng cé thé truy cip vao
cac tép hé thong (nhu cac tép SAM, Windows Registry). Khai thac thanh cong 16 hong
nay, cho phép dbi twong tan cong thyc thi ma tiy ¥ véi dic quyén cao hon trén hé théng

muc tiéu.

San pham bi anh hwéng: Cho dén thoi diém nay theo cong bd ciia Microsoft xac nhan
rang 16 héng nay anh huong dén hé diéu hanh Windows 10 phién ban
1809/1909/2004/21H1/20H2, Windows Server 2019/20H2.

2. Hwéng din khic phuc

Hién tai, Microsoft chwa c6 thong tin phat hanh ban va cho 16 hong nay, thay vao d6 1a
dua ra bién phap khic phuc thay thé dé giam thiéu nguy co tan cong.

2.1. Danh sach cac phién ban hé diéu hanh bi anh huéng

STT H¢ diéu hanh

1 Windows Server, version 20H2 (Server Core Installation)

Windows 10 Version 20H2 ARM64-based Systems

3 Windows 10 Version 20H2 for 32-bit System

4 Windows 10 Version 20H2 for x64-based Systems

5 Windows Server, version 2004 (Server Core Installation)

6 Windows 10 Version 2004 for x64-based Systems

7 Windows 10 Version 2004 for ARM64-based Systems




8 Windows 10 Version 2004 for 32-bit Systems

9 Windows 10 Version 21H1 for 32-bit Systems

10 Windows 10 Version 21H1 for ARM64-based Systems

11 Windows 10 Version 21H1 for x64-based Systems

12 Windows 10 Version 1909 for ARM64-based Systems

13 Windows 10 Version 1909 for x64-based Systems

14 Windows 10 Version 1909 for 32-bit Systems

15 Windows Server 2019 (Server Core installation)

16 Windows Server 2019

17 Windows 10 Version 1809 for ARM64-based Systems

18 Windows 10 Version 1809 for x64-based Systems

19 Windows 10 Version 1809 for 32-bit Systems

2.2. Hwéng din cac buée khic phuc
- Buéc 1: Doi véi céc may tinh st dung hé diéu hanh trong danh sach tai muc 2.1

+ Mg Command Prompt hoic Windows PowerShell bang quyén Admin



+ Trén thanh Start > nhap cmd hodc powershel

'- Command Prompt ] I g Windows PowerShell I
App App
Search the web Apps
L cmd - 52 web results > Windows PowerShell ISE >
Active Directory Module for 5
Windows PowerShell
Windows PowerShell ISE (x86) >
Windows PowerShell (x86) >
Settings
i PowerShell Developer Settings p
& Replace Command Prompt with 5
Windows PowerShell in the Win + X
i Allow local PowerShell scripts to run N
without signing
Search the web
L powers - Ses web results >
£ nd| I £ powers|
+ Chudt phai chon Run as administrator > chon YES khi c6 bang thong bao hién ra
.. A oy
“ L Run as administrator ﬂpp CO  Run as administrator
. . Apps [l Open file location
Search the web [l Open file location
Windows Pc = Pin to Start >
== Pin to Start
cmd - See web resy _ . i
R - E¥ Active Direc ' Pinto faskbar N
<= Pin to taskbar Windows PowerShell
Windows PowerShell ISE (x86) -

+ Kiém tra may tinh c6 bi anh hudng 16 hong CVE-2021-36934, trén Command Prompt
hodc Windows PowerShell, str dung 1énh:

icacls C:\Windows\System32\config\sam

+ Néu hién thi BUILTIN\Users:(1)(RX), mdy tinh bi anh hudng bai 16 héng. Thyc hién
tiép cac bude sau dé khic phuc 15 hong.

+ Néu khong hién thi 16i nhu hinh duéi day, may tinh khong bi anh huéng va khong can
thuc hién cac bude tiép theo.

* Trén giao dién Command Prompt:



ER Administrator: Command Prompt — m] X

+t Corporation. All righ
Try the ne

{indo

proc

Néu két qua nhan dugc gidng nhu thong tin theo anh ¢ trén thi may tinh dang bi
anh huong boi 16 hong CVE-2021-36934, Quy don vi tién hanh khac phuc tam thoi theo
huéng dan cac budc tiép theo.

- Bwéc 2: St dung lénh dé han ché quyén truy cip vao thu muc
%windir%\system32\config
+ Trén giao dién Command Prompt:
* St dung 1énh:
icacls %owindir%)\system32\config\*.* /inheritance:e

+ Trén giao dién Windows PowerShell.



* Sur dung 1énh:

icacls $env:windir\system32\config\*.* /inheritance:e

E¥ Administrator: Windows PowerShell

nfig\DRIVER
nfig\DRIVER

- Buéc 3: Kiém tra lai quyén thu muc nhu & Buée 1:
+ Trén giao dién Command Prompt

Oy S A

ANNAY ITEM:LLJLF
dministrators:{I]




- Bwéc 4: X6a cac ban sao cia Volume Shadow Copy Service, System Restore (néu c6)
Luu y:: Viéc thuc hién x6a Shadow Cg)py ¢6 thé anh huong dén hoat dong khéi phuc,
bao gom kha nang khoi phuc dit li¢u bang cac img dung sao luu cua bén thir ba.

+ Céch 1: Str dung 1énh trén Command Prompt

* Hién thi tit cd cdc béin sao luu Shadow Copy:

| vssadmin list shadows /for=%systemdrive%

and-line tool

tial, Auto

sible, No auto release, Differential, Auto re

* Xoa toan bo cac ban sao luu:

vssadmin delete shadows /for=%systemdrive% /Quiet

C:\Windows\syst 7
vssadmin 1.1 - Volume Sh ) DY W1 aministr
(C) Copyright 20061-20613

* Kiém tra lgi cdc ban sao luwu da bi xéa hay chwa:

vssadmin list shadows /for=%systemdrive%

nd-1line tool

IS Tound Tthat

+ Cach 2: Str dung giao dién



* Truy cap Setting > nhap véo 6 tim kiém System protect > Chon muc Create a restore
point

Settings - O x

Windows Settings

||5ystem proted Ih '1 ps
2 # ID Create a restore point I

Devices

=

EBluetooth, printers, mouse

D Phone @ MNetwork & Internet

Link your Android, iPhone Wi-Fi, airplane mode, VPN

* Tai tab System Protection > Chon Configure > chon Delete tai Detele all restore
points for this drive trén ctra s6 pop-up mai hién 1én

Computer Mame  Hardware Ad\rancedﬂemote ~ |-
‘ams System Protection for Local Disk (C) X

ﬁ Lse system protection to undo unwanted system changes.
','-r-., Restore Settings

By enabling system protection, you can undo undesired changes by

System Restore reverting your computer to a previous paint in time.
i Turn on system protection:
You can undo system changes by reve_mng GeamTmam @)"P
your computer to a previous restore paint. X X
() Disable system protection
Protection Settings
Available Drives Protection Disk Space Usage
‘i Local Disk {C:) (System) On You can adjust the maximum disk space used for system protection. As
space fills up, older restore points will be deleted to make room for new
ones,

Current Usage: 0 bytes
Configure restore settings, l1 agedi
and delete restore poirts. ‘_ m Qrmigure. .

Create a restore point right now for the drives that T
have system protection tumed on. =

Max Usage: '

2% (308. 18 ME)

Delete all restore points for this drive
2! —
Cancel apply

QK Cancel Apply

* Chon Continue dé hoan tat viéc x6a cac ban sao



System Protection X

| You will not be able to undo unwanted system changes on this
drive. Are you sure you want to continue?

This will delete all restore points on this drive, This might include older system image
backups.

Continue 1' Cancel |

* Kiém tra cdc ban sao lwu da dwoc xéa: Tai tab System Protection > Chon System
Restore

T
Computer Name  Hardware  Advanced System Protection  Remote i System Restore %

Ty Use system protection to undo unwanted system changes Restore system files and settings

f ] No restore points have been created on your computer's system
System Restore . drive. To create a restore point open system protections.
your computer to a previous restore pt System Restore... < —

Protection Settings t

Available Drives Protection System Restore can help fix problems that might be making your
. reyr computer run slowly or stop respanding.
i Local Disk (C:) (System) on P ¥ or stop responding

System Restore does not affect any of your documents, pictures, or
other personal data. Recently installed programs and drivers might be
uninstalled.

Configure restore settings. manage disk space.

and delete restore points SUIE
Create a restore point right now for the drives that o
have system protection tumed on. =
oK Cancel Apply
=)
v o T T

* Tao béin sao lwu mdi (néu can): Tai tab System Protection > Chon Create

Computer Name Hardware Advanced System Protection  Remote

Use system protection to undo unwanted system changes.

Ls
System Protection *

System Restore

Create a restore point
You can undo system changes by reverting

your computer to a previous restore point. System Restore...

Type a description to help you identify the restore point. The current date and
time are added automatically.

) ) [ :
Protection Settings IbaCkUDLU?ZUU Ih 2

Available Drives Protection
‘& Local Disk (C:) (System) On

Cancel

Configure restore settings, manage disk space,
and delete restore points.

Configure...

Create a restore point right ne # or thgess
have system protection tumed I 1.

QK Cancel Apply
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